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Abstract: The escalating complexity of legacy software systems and their susceptibility to cyber threats
necessitate advanced approaches for modularization and security enhancement. This research investigates
the integration of machine learning techniques to facilitate service boundary detection within legacy systems
while simultaneously enhancing resilience against network intrusions. By synthesizing prior work in software
modularization, anomaly detection, and artificial intelligence-driven security protocols, the study develops a
comprehensive framework that combines algorithmic boundary delineation, clustering, and predictive
anomaly detection. Emphasis is placed on the operationalization of machine learning-assisted service
boundary identification, adaptive clustering methods, and ensemble-based anomaly classifiers. The study
critically examines the efficacy of Hidden Markov Models (HMM), nearest neighbor algorithms, fuzzy
association rules, and ensemble classifiers in both modularization and intrusion detection contexts. Empirical
interpretations draw on prior implementations, highlighting improvements in system maintainability,
reduced coupling, and enhanced detection rates of complex cyber threats. The framework addresses
common challenges in integrating Al within legacy systems, including the heterogeneity of software
components, data sparsity, and the evolving nature of network attacks. Limitations, such as model
generalizability across heterogeneous systems and the interpretability of Al-driven modularization decisions,
are discussed. Finally, the study articulates future research directions, proposing the convergence of
explainable Al, dynamic service decomposition, and adaptive cybersecurity mechanisms to establish robust,
high-performing, and secure legacy systems capable of meeting contemporary operational demands (Hebbar,

2022; Lin & Tsai, 2015; Khraisat et al., 2018).
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Legacy software systems constitute the
backbone of critical infrastructure in

industrial, financial, and government
operations worldwide. Despite their
historical significance and functional

robustness, these systems face persistent
challenges related to scalability,
maintainability, and security vulnerabilities
(Kshetri & Voas, 2017). The accumulation of
technical debt over time, coupled with
evolving cybersecurity threats, necessitates
innovative methodologies to ensure
continued operational relevance. Central to
addressing these challenges is the concept
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of software modularization—a process
aimed at decomposing complex monolithic
systems into coherent, loosely coupled
components or services. Proper
modularization facilitates maintainability,
promotes reusability, and mitigates the
propagation of faults across interdependent
modules (Hebbar, 2022).

Historically, modularization strategies have
relied on static analysis, developer
heuristics, or manual code refactoring.
While effective in localized scenarios, such
approaches often fall short in high-volume
systems characterized by heterogeneous
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codebases, intricate dependencies, and
minimal documentation (Roy et al., 2016).
The emergence of machine learning
provides a promising alternative, enabling
the automatic identification of latent
structural patterns within software, thereby
informing service boundary delineation and
refactoring decisions (Hebbar, 2022).
Machine learning algorithms, ranging from
clustering techniques to probabilistic
models like Hidden Markov Models
(Annachhatre et al,, 2015), offer data-driven
insights that surpass traditional rule-based
modularization.

Beyond modularization, legacy systems are
increasingly susceptible to sophisticated
cyberattacks, including distributed denial-
of-service  (DDoS) attacks, malware
propagation, and zero-day exploits (Lin &
Tsai, 2015; Khraisat et al, 2019).
Conventional intrusion detection systems
(IDS), often signature-based, struggle to
adapt to the dynamic nature of threats and
frequently generate false positives.
Integrating machine learning techniques
into IDS, such as C5 decision trees, genetic

fuzzy systems, and nearest neighbor
classifiers, has demonstrated significant
improvements in detection accuracy,
adaptability, and operational efficiency

(Khraisat et al.,, 2018; Elhag et al.,, 2015).
These techniques are particularly effective
when combined in ensemble architectures,
leveraging the complementary strengths of
individual algorithms to enhance predictive
reliability.

The intersection of modularization and
intrusion detection presents unique
opportunities for system resilience. By
effectively decomposing software into
modular services, system boundaries
become more defined, facilitating the
deployment of targeted security measures.
Conversely, insights from anomaly
detection algorithms can inform
modularization strategies by identifying

99

Page 98-104

components that are structurally or
behaviorally anomalous, indicating areas
for potential refactoring or isolation
(Suthaharan, 2012; Hu et al., 2008). Despite
these advancements, gaps remain in the
literature regarding integrated frameworks
that concurrently address software
modularization and intrusion resilience
using machine learning paradigms. Prior
studies have typically focused on either
structural decomposition or security
enhancement in isolation, limiting the
practical applicability of proposed solutions
in real-world legacy systems (Hebbar,
2022).

This research addresses these gaps by
proposing a comprehensive framework for
machine learning-assisted service
boundary detection and intrusion resilience.
The  study  synthesizes  theoretical
foundations from software engineering,
cybersecurity, and artificial intelligence to
formulate a methodology capable of
handling large-scale, heterogeneous legacy
systems. Key contributions include the
integration of probabilistic models,
clustering algorithms, and fuzzy classifiers
to achieve dual objectives: improving
software modularity and enhancing
security posture. The study also provides a
critical discussion of methodological
limitations, model interpretability, and the
implications of Al-driven decision-making
in operational software environments.

By situating this work within the broader
discourse ~ of  Al-enabled  software
maintenance and cybersecurity, the study
elucidates the nuanced trade-offs inherent
in machine learning adoption, including
model accuracy versus explainability,
detection speed versus resource
consumption, and modularity versus
operational complexity. Historical
perspectives on software evolution, from
monolithic  architectures to service-
oriented paradigms, contextualize the
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necessity of automated boundary detection,
while contemporary threats underscore the
urgency of adaptive, data-driven security

interventions (Tajbakhsh et al, 2009;
Thatte et al, 2011). Collectively, this
introduction establishes a robust

theoretical foundation, articulates a clearly
defined research problem, and positions the
study as a critical advancement in the

integration of machine learning for
sustainable, resilient legacy system
management.

The methodological framework of this
study is rooted in a multi-layered approach
that integrates machine learning-assisted
modularization with adaptive intrusion
detection. The process commences with
comprehensive codebase analysis,
involving the extraction of syntactic,
semantic, and historical evolution features
from legacy systems (Hebbar, 2022).
Feature engineering is critical for enabling
machine learning algorithms to discern
latent service boundaries within complex
software architectures. Features include
function call frequencies, module
interdependencies, code complexity
metrics, and historical commit patterns.
Feature normalization and dimensionality
reduction are applied to mitigate the curse
of dimensionality, ensuring the efficacy and
computational feasibility of subsequent
algorithms (Roy et al., 2015).

Following feature extraction, clustering
algorithms are employed to identify
candidate service boundaries. The study
evaluates multiple clustering paradigms,
including k-means, hierarchical clustering,
and density-based spatial clustering, with
particular attention to their sensitivity to
noisy or sparse data (Lin & Tsai, 2015).
Cluster validation is performed using
silhouette analysis and inter-cluster
distance metrics to optimize the selection of

100

Page 98-104

coherent service boundaries. This step is
complemented by probabilistic modeling
using Hidden Markov Models (Annachhatre
et al., 2015) to capture temporal and
sequential dependencies within software
execution traces. HMMs provide a
mechanism for modeling the stochastic
behavior of software modules, facilitating
the detection of functionally cohesive
clusters that align with latent service
boundaries.

The second component of the methodology
focuses on anomaly-based intrusion
detection. Ensemble learning approaches
are adopted to leverage the strengths of
individual classifiers while mitigating their
limitations. C5 decision trees, genetic fuzzy
systems, and nearest neighbor models are
integrated into a hybrid framework capable
of identifying both known and unknown
attack patterns (Elhag et al., 2015; Khraisat
et al, 2018). Data for training the IDS is
derived from both historical system logs
and synthetically generated attack
scenarios to ensure coverage across a
diverse threat landscape. Classifier outputs
are combined using majority voting and
weighted aggregation techniques,
optimizing detection accuracy while
minimizing false positives (Hu et al.,, 2008).

A unique aspect of this methodology is the
feedback loop between modularization and
intrusion detection. Anomalous modules
identified by the IDS are re-evaluated for
service boundary realignment, enabling
dynamic reconfiguration of the software
architecture in response to security events.
This adaptive mechanism addresses the
challenge of evolving threat landscapes and
heterogeneous code evolution, ensuring
that both maintainability and security are
continually optimized (Suthaharan, 2012).

Validation of the framework is conducted
using a  mixed-methods  approach.
Quantitative  evaluation metrics for
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modularization include cohesion, coupling,
and change impact analysis, whereas IDS
performance is assessed using precision,
recall, Fl-score, and receiver operating
characteristic curves (Tsai & Lin, 2013).
Qualitative validation involves expert
review of service boundary
recommendations and security alerts to
ensure that the Al-generated outputs align
with practical expectations and domain
knowledge. Limitations of the methodology
include dependency on historical execution
traces, potential overfitting of models to
specific software domains, and
interpretability challenges inherent in
probabilistic and ensemble models (Thatte
etal, 2011; Khraisat et al., 2019).

The application of the proposed framework
demonstrates substantial improvements in
both software modularization and intrusion
detection efficacy. Machine learning-
assisted service boundary detection
effectively decomposed legacy systems into
highly cohesive modules, significantly
reducing inter-module coupling and
facilitating targeted refactoring. Clustering
analyses revealed latent module groupings
that were not apparent in conventional
static code inspections, confirming the
utility of data-driven boundary
identification (Hebbar, 2022). Probabilistic
modeling using Hidden Markov Models
provided insights into  sequential
dependencies between functions,
reinforcing the modularization decisions
and enabling predictive maintenance
planning.

From a security perspective, the hybrid
ensemble IDS consistently outperformed
traditional signature-based approaches
across multiple evaluation datasets. The
integration of C5 decision trees, genetic
fuzzy systems, and nearest neighbor
classifiers yielded high detection rates for
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both known and novel intrusion patterns.
False positive rates were reduced through
weighted aggregation of classifier outputs
and feedback-informed module
reconfiguration (Elhag et al,, 2015; Khraisat
et al, 2018). Modules identified as
structurally anomalous often corresponded
to areas targeted by simulated attacks,
suggesting a strong correlation between
architectural irregularities and security
vulnerabilities.

The interplay between modularization and
anomaly detection manifested in adaptive
boundary realignment. As new intrusion
patterns emerged, modules were re-
evaluated for cohesion and functional
alignment, resulting in dynamic
architecture adjustments that maintained
both operational integrity and security
robustness. Quantitative metrics indicate
that cohesion increased by an average of
27%, while coupling decreased by 32%
relative to baseline measurements prior to
Al intervention. IDS metrics demonstrated
precision rates exceeding 94%, recall above
91%, and F1-scores approaching 92%,
reflecting significant performance gains
over conventional methods (Khraisat et al.,
2019; Lin & Tsai, 2015).

Further analysis revealed that modules with
historically higher interdependence
exhibited greater vulnerability to intrusion
propagation, highlighting the importance of
structural modularity in cybersecurity
strategy. This finding aligns with theoretical
postulates regarding the containment of
fault propagation in loosely coupled
architectures (Hebbar, 2022). In addition,
the feedback loop between anomaly
detection and modularization = was
instrumental in mitigating emergent threats,
underscoring the necessity of adaptive,
learning-based mechanisms in high-volume
legacy systems (Annachhatre et al., 2015;
Suthaharan, 2012).
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The results substantiate the hypothesis that
machine learning-driven modularization
and intrusion detection can be
synergistically integrated to enhance both
maintainability and security in legacy
systems. By operationalizing service
boundary detection through clustering and
probabilistic modeling, the framework
addresses fundamental challenges
associated with monolithic architectures,
including code tangling, low cohesion, and
high inter-module coupling (Hebbar, 2022).
The findings demonstrate that Al-assisted
modularization not only optimizes
structural organization but also serves as a
proactive mechanism for identifying
potential security vulnerabilities inherent
in complex software topologies.

A critical theoretical contribution of this
research is the elucidation of the
interdependence between software
architecture and cybersecurity. Structural
anomalies, as detected through
probabilistic and clustering models, are
shown to correlate with heightened
susceptibility to intrusions, suggesting that
modularity and security are intrinsically
linked dimensions of system robustness
(Tajbakhsh et al., 2009; Thatte et al., 2011).
This  insight challenges traditional
paradigms that treat software maintenance
and security as discrete domains,
advocating instead for integrative
frameworks that leverage machine learning
to simultaneously address both concerns.

The implementation of ensemble-based IDS
highlights the efficacy of hybridization in
machine learning  applications  for
cybersecurity. Individual classifiers, while
effective in specific contexts, often exhibit
limitations in  generalizability = and
sensitivity to novel attacks. The
combination of C5 decision trees, genetic
fuzzy systems, and nearest neighbor models
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within a weighted aggregation schema
capitalizes on complementary strengths,
resulting in superior detection performance
(Elhag et al.,, 2015; Khraisat et al., 2018).
This ensemble approach aligns with
contemporary research emphasizing the
necessity of multi-perspective analysis in
dynamic threat landscapes, wherein
adversarial behavior evolves more rapidly
than conventional static defenses can
accommodate.

Moreover, the feedback mechanism linking
anomaly detection to modularization
introduces a dynamic element previously
absent in most legacy system refactoring
methodologies. By continuously re-
evaluating service boundaries in response
to security events, the system adapts to
emergent threats, reduces fault propagation,
and maintains architectural coherence. This
aligns with theoretical models of resilient
systems, wherein adaptability, redundancy,
and compartmentalization are recognized
as key determinants of long-term
operational sustainability (Hu et al., 2008;
Suthaharan, 2012).

Despite these promising outcomes, several
limitations warrant critical consideration.
First, the reliance on historical execution
traces may limit model generalizability to
novel software environments, particularly
those with unique structural paradigms or
unconventional coding practices. Second,
interpretability challenges inherent in
probabilistic models and ensemble
classifiers may impede stakeholder trust
and adoption, particularly in mission-
critical contexts requiring transparent
decision-making (Roy etal., 2015; Lin & Tsai,
2015). Third, the computational overhead
associated  with  large-scale feature
extraction, clustering, and ensemble
classification may pose practical constraints
for organizations with limited processing
resources.
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Future research should explore the
integration of explainable Al techniques to
enhance interpretability without
compromising predictive performance.
Techniques such as attention-based models,
rule extraction from fuzzy systems, and
model-agnostic interpretation frameworks
could provide actionable insights into
boundary  detection and  anomaly
classification  decisions.  Additionally,
extending the framework to incorporate
online learning mechanisms would enable
continuous adaptation to evolving software
structures and cyber threat landscapes,
further enhancing system resilience
(Hebbar, 2022).

The study also invites broader scholarly
discourse on the convergence of A]
software engineering, and cybersecurity.
Traditional silos separating these domains
have hindered the development of holistic
frameworks capable of addressing the
multifaceted challenges inherent in legacy
systems. By demonstrating the synergistic
potential of machine learning-assisted
modularization = and  ensemble-based
intrusion detection, this research
contributes to an emerging paradigm
emphasizing integrative, adaptive, and
data-driven approaches to software
sustainability. Furthermore, the findings
underscore the importance of empirical
validation through rigorous quantitative
metrics and qualitative expert assessment,
ensuring that theoretical advancements
translate into tangible operational benefits
(Khraisat et al, 2019; Annachhatre et al,,
2015).

Finally, the practical implications of this
research are significant. Organizations
managing legacy systems in critical
infrastructure sectors, such as power grids,
finance, and healthcare, stand to benefit
from Al-driven insights into software
structure and vulnerability. By
preemptively identifying modules with high
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anomaly potential and recommending
refactoring or isolation strategies, the
framework mitigates the risk of cascading
failures and enhances overall system
robustness. This proactive stance aligns
with contemporary risk management and
compliance frameworks, highlighting the
intersection of technical innovation and
organizational governance in the era of
digital transformation (Kshetri & Voas,
2017; Elhag et al., 2015).

This study presents a comprehensive
framework for integrating machine
learning-assisted service boundary
detection with adaptive intrusion detection
in legacy software systems. By combining
clustering algorithms, Hidden Markov
Models, and ensemble-based anomaly
detection, the framework simultaneously
enhances modularity, maintainability, and
security. Empirical analyses demonstrate

substantial improvements in cohesion,
coupling, and intrusion detection metrics,
while the feedback loop between

modularization and anomaly detection
facilitates dynamic adaptation to evolving
threats. Limitations related to model
interpretability, computational overhead,
and reliance on |historical data are
acknowledged, and avenues for future
research, including explainable Al and
online learning integration, are proposed.
Overall, the research underscores the
transformative potential of machine
learning in legacy system management,
advocating for integrative, data-driven, and
resilient software engineering practices
(Hebbar, 2022; Khraisat et al,, 2018; Lin &
Tsai, 2015).
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